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FOREWORD

The U.S, National Committee on Vital and Health Statistics was es-
tablished in 1948 at the recommendation of the First World Health As-
sembly to advise on matters relating to vitaland health statistics and to
promote and secure technical developments in the field of vital and health
statistics, More recently the U.S. National Committee on Vital and Health
Statistics was designated as a public advisory committee to the Secre-
tary, U.S. Department of Health, Education and Welfare,

To commemorate its 20th anniversary, all the past and present mem-
bers of the Committee, and representatives of National Committees of
several countries were invited to participate in discussion of some of
the issues of the day in conducting surveys and collecting and using
health statistics,
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vi

THIS REPORT swmmavizes discussions that took place at the 20th
Anniversary Conference of the U.S. National Committee on Vital and
Healih Statistics. Present and past members of the Committee met with
invited guests, including foreign colleagues, to consider three problems
of geneval concern to workers in the areas of demographic and health
statistics:

(1) What steps should be taken to protect the basic human rights of the
individuals from whom the data that vield these statistics are obtained?
Emphasized, on the one hand, weve the privacy vights of these data
sources during the gathering, processing, and useof the statistics; and,
on the other, maintenance of the confidentiality of the information se-
cured, The individual's vight to privacy and society's needs for infor-
mation must be veconciled,

(2) What are cuvvenitly developed needs in: (a) health statistics; (b)
health services vesources and utilization data (c) demographic statis-
tics; and (d) demographic and health statistics to formulate public
policy?

(3) How can wovk in the areas of demographic and health siatistics,
national and international, be advanced by National Commitiees? -

Eight invited papers are presented in abbyeviated form a}ong with sum-
maries of the comments by assigned discussants and the main points
made in extensive geneval discussions,




TWENTIETH ANNIVERSARY CONFERENCE

OF THE UNITED STATES NATIONAL COMMITTEE
ON VITAL AND HEALTH STATISTICS

Reported by
John Storck, Ph.D., Consultant, National Center for Health Statistics

Past and present members of the U.S, National Committee on Vital
and Health Statistics, a public advisory committee to The Secretary, De-
partment of Health, Education, and Welfare, met in Washington, D.C., on
June 3-35, 1969, together with some of their foreign colleagues to com-
memorate the 20th Anniversary of the Committee's creation, The pres-
ent document is structured according to the Conference agenda,

The following presentation emphasizes substantive points receiving
considerable emphasis, and therefore omits many of the contributions
of individual conferees. Since the document merely summarizes a dis-
cussion, it should not be concluded that either a consensus is implied,
or even a full presentation of individual opinions. Some rearrangements,
condensations, and minor editings were made, It is regrettable that this
summary does not do justice to the spirit-—even gaiety and verve—that
enlivened the meeting and enhanced its solid foundation on the varied ex-
perience and sturdy intellectual grasp of those who shared its delibera-

tions,



INTRODUCTION

The Conference was opened by its Chairman,
Dr. Berg, who outlined its scope and described
its Conference-related publication plans, which
include the present summary and certain docu-
ments on the privacy-confidentiality problem that
may be of use in the collection and use of statis-
tics. He also introduced the foreign experts at-
tending the meeting. Dr. Skrinjar conveyed the
greetings of the World Health Organization (WHO)
to the National Committee. She called attention
to the fact that WHOis studying ways of fostering
international collaboration by improving its in-
formation exchange service, and solicited the sup-
port and cooperation of the National Committee
in this effort.

WELCOME BY DR. ENGLISH

In his welcome to the Conference, Dr, English
stressed the current situation in providing health
services to satisfy the country's needs, and em-
phasized the functions that the National Center
for Health Statistics (NCHS) must perform if cur-
rent and rapidly developing needs are to be sat-
isfactorily met.

The Department of Health, Education, and
Welfare is presently developing plans extending
through fiscal year 1975, Fundamental facts are
urgently required to give this planning a solid
foundation, To an unusual degree, these facts must
be of wide scope, detail, depth, and complexity if
the planning is to meet the country's current and
expanding needs, While purely health considera-
tions are highly important,

every issue has to velate to the lavger issue
of what is going on inside the country. .. It
is impossible to have domestic tranquility
in the land if the health care needs of the
American people are not met,

Our problems in providing for these needs
involve everyone, although theyare more dramat-
ically obvious among the poor, The planning prob-
lem has become more apparent and urgent be-
cause Americans are becoming more aware of
these needs and of the possibility of satisfying
them. Among other consequences, this has beena

factor in producing 'a galloping inflation in the
cost of health care," at double the rate of price
increases in the rest of the economy,

While the Federal Government obviously must
participate in protecting and improving the coun-
try's health, the Federal strategy of investment
in health is undergoing extremely close examina-
tion at the present time. The Nation's health is
too valuable to the country and to its individua)
citizens, both immediately and as a future source
of increased productive capacity, purchasing
power, and life satisfactions, to give point to the
thought that access to them should be limited or
rationed; nor would any sector of the population
be satisfied if health efforts directedtowardthem
were curtailed, We must develop better ways of
delivering health by increasing the capacity cf
both private and public health care resources,

As an example, Dr, English pointed out that
30 percent of Medicaid funds are supporting
nursing homes for the aged. The average length
of stay in these homes is about 4 years, and typ-
ically terminates in death, While this use sat-
isfies an important need and can easily be jus-
tified, there is also, for example, a real need 1o
deliver high-quality health care to mothersand
children and young families, where the sociil
and personal return in years of more healthy
living would be very much greater,

As the continuing and complicated integrated
planning goes on, we must make certain that the
planning structure itself does not needlessly pro-
liferate after the earlier manner of the health
services structure, "When you have good data
you have the first leverage for rational and solid
action," For such data the Department is depend-
ing largely on the National Center, But there it a
need for more than national data, or data concern-
ing large sectors of the country, As workersagiin
and again point out, they need data concerning their
own communities, We can help here by condus:t-
ing area surveys to measure local needs, as re-
cently has been demonstrated with respect tohun-
ger and malnutrition needs. Because of the suc-
cess of these surveys State Governors are row
asking us for technical assistance sothat they:an
conduct their own surveys, Here too the Center
can help,



Needed also at the Federal level is a na-
tional surveillance svstem to determine the nu-
tritional status of our people, Here too the Center
will help. The sampling must be of high quality,
since many may be inclined to question the find-
ings. Dr. English observed that the nutritional
surveillance system will probably be only one of
a number of major problems on which the De-
partment will be seeking help from the Center.
Some of these needs will call for expansions of
statistical expertise,

Although we have a variety of ways for de-
livering health services to the American people,
we need many others, We also needmore cooper-
ation between agencies,

We have learned that if you sel up vespon-
sive and accessible comprehensive health
care services, people will use them, includ-
ing people who may not now be getting any
care at all,
Dr. English noted a growing percentage of the
country's younger physicians wish to establish
themselves in ghettos and rural areas, More phy-
sicians are participating in group practice, and
more who are working in poorly servedareasare

organizing themselves into associations tohandle
the health problems of their areas,

MR. WOOLSEY GREETS THE CONFERENCE

Mr, Woolsey noted that recent developments
in public health have increased opportunities for
helpful associations between the Center and other
agencies, including especially some of the newer
organizations in the Public Health Service whose
missions have not yet been clearly defined. The
excellent use which the National Committee made
of earlier opportunities has had tremendous in-
fluence in the whole field of health statistics in
the United States. Mr, Woolsey cited four exam-
ples: the studies which led to the creation of
a continuing National Health Survey; the long in-
terest of the Committee in a classification of
diseases which could be used to develop multiple
causes of death statistics; the Committee's report
on medical economics; and its numerous reports
on fertility measurement, culminating in the rec-
ommendation of a continuing fertility survey.
The Center has not yet been able to get funds
to implement this last recommendation, although
it is strongly supported within the Department,

PRIVACY AND CONFIDENTIALITY IN COLLECTING
AND USING HEALTH STATISTICS

Three principal speakers—Dr, MacMahon, Mr, Speiser, and Dr.
Taeuber-—developed phases of this topic, Here as in other substantive
discussions, each speaker was followed by an assigned discussant, be-
fore the topic was opened up for general consideration,

Situations Involving Risk of
Invasion of Privacy and

Breach of Confidentiality

PRESENTATION BY DR. MacMAHON

Dr, MacMahon confined his discussion to
situations in the health sphere where

documents are created by ov about an indi-
vidual and deposited outside his immediate
control. There may be a legal requivement
Jor the existence of the document, ov the in-
dividual may voluntarily creaie it for some
purpose that he himself has in mind,

The problems to be discussed arise when such
documents are used in other ways, or by other
persons, than were originally contemplated.
While even the preparation of statistical
tabularions from legally required documents may
be regarded as invasion of privacy—since it
necessarily involves perusal of the documents by
persons other than those for whom they were
intended—Dr, MacMahon held that there are ad-
vantages in not demanding the narrowest inter-
pretation of our rights to privacy:
In spite of the potential problems, few people
would argue against the need for State and
Federal agencies fo prepare statistical tab-
ulations from vital vecovds and Census
schedules.



Dr, MacMahon cited many instances of the guid-
ance made available to planners and researchers
by routine statistical tabulations, as likewise by
closer study of more detailed relationships: for
example the impetus for our regional medical
programs directed against heart disease, cancer,
and stroke; campaigns to reduce the special
health problems of minority groups or of partic-
ular localities, as tuberculosis among Negroes,
cervix cancer among Puerto Ricans, water-borne
infectious disease among American Indians; wide
variations in infant mortality rates between eth-
nic groups and regions of the country, and even
the general leveling off in the United States of a
decline in infant mortality rates that had extended
over many decades; andmost dramatically, light
on
this century's remarkable epidemic of lung
cancer—an epidemic which has caused more
than a million deaths in this country alone in
the last 50 years, The hypothesis that ciga-
relte smoking is lhe cause of this epidemic
was sparvked by the close covrelation between
the increasing consumption of cigarettes and
the rising death vate from lung cancev....
It is questionable whether this trend would
have been observed unless voutine tabula-
tions had beenmade from death certificates—
certainly its extent could nothave been docu-
mented.

However, much more concern about invasion
of privacy is felt when the use of records re-
quires identification of the specific individual.
There are two general situations: when the rec-
ord is used to identify a group of individuals with
certain characteristics concerning whom addi-
tional data are sought (followback studies), and
when the information on one record is linked to
that on another record pertaining to the same in-
dividual who does not know that the records are
being associated (record-linkage studies). In ei-
ther instance, the records involved need not be
vital records; for example they may- be hospital
records, or records obtained from disease or
other registers, or the records may come from
nonhealth-oriented sources.,

John Snow used the followback technique
around 1850 to demonstrate that cholera was be-
ing transmitted through London's water supply in
certain areas, His studies enabled effective pre-

ventive measures 40 years before identification
of the micoorganism responsible for the disease,
Hundreds of followback studies involving many
health conditions related to many areas, have
been used to investigate public health problems,
As a recent example sponsored by the National
Center,

postal questionnaives to samples of women
identified from bivth cevtificates and infant
death cevtificates ave providing previously
unavailable national data on the velationshi)
of fertility and infant mortality to social aml
economic factors and to the mothev's pre-
vious reproductive history,

Use of records for followback to the patiert
or other informants has been undertaken for
medical-care purposes or for the protection of the
community’s health, as well as in research. An
important instance, clearly requiring a breach of
the patient's confidence on the part of his physi-
cian, is the legal requirement for notification to
governmental authorities of certain contagious
and infectious diseases, including venereal dis-
eases,

Records themselves can be linked without
followback whenever they can be referred to an
identical origin, as to a person, family, business
firm, location, or other specific means of assc-
ciating separated pieces of information, Such link -
ages are now commonplaces inthe business wor.d
and also to the Internal Revenue Service, in tte
effort to cope with a rapidly increasing volume
of information about an ever-growing populatio1.
The computer greatly enlarges our capacity o
make record linkages. However, there are spt-
cific reasons in the health area for an increased
interest in record linkages:

These include the country's greatly expandid

effort in medical vesearch in geneval, the

increasing vecognition of the community's
responsibility for the health care of its in~
dividual members, and the shift in concern

Jfrom the acute infections to the chronic di.;~

eases which have insidious onsets and oftin

intervals of seveval decades between the o:2-

currence of causative events and the appea.-

ance of clinical disease,

Over such long periods memory of possibly causal
events is a poor substitute when records mizht
be available,



The potentialities of record linkage in the
health field have hardly been tapped. With a rou-
tine system linking the major sources of medical
data, one might learn much about the long-term
outcome for infants exposed to special circum-
stances during pregnancy and delivery, and
treated indifferent ways; the long-term effects of a
child's environment on his physical and mental
health as an adult; the later mortality and hos-
pitalization experience of groups of persons inad-
vertently exposed to suspected noxious agents;
the illness experience of persons whose occupa-
tions expose them to suspected toxic substarices;
the long-term mortality of persons receiving dif-
ferent forms of surgical or medical therapy; and
the risk of occurrence of specific diseases in the
parents, children, and siblings of affected individ-
uals, Centralized record linkage also would
greatly facilitate diagnosis and therapy in pro-
viding medical care, Through the operations of
the Follow-up Agency of the National Academy of
Sciences, based chiefly on the records of the mil-
itary services and the Veterans Administration,
where filing of claims for veteran death benefits
allows identification of over 95 percent of all vet-
eran deaths, the long-term effects of specific mil-
itary experiences and the possible relationship
of these experiences to such consequences as
subsequent risk of cancer have been studied,
The addition of birth certificates in the study of
the deaths of military veteranshasenabled estab-
lishment of a roster of twins, on which a consid-
erable number of special studies already have
been based.

The present decentralization of records in
the United States imposes serious limitations on
the use of record linkage. Here arises one rea-
son for various proposals aiming at a more uni-
fied national statistical system. One step forward
would be establishment of a national death index
permitting identification of at least the time and
place of death of indexed individuals. This would
help at least to locate where the records of those
included are filed, and at a minimum would help
to clear files of these names, A more fundamental
golution, at least for the employed population,
would be to make the data on Social Security rec-
ords available for medical research, To do so,
however, would

vaise imporiant issues of privacy—including
bphilosophical questions as well as the prac-
tical problems that would arise from ve-
strictions of access to files and limitation of
access to authovized pervsonnel. In my own
opinion—and this is no move than a guess—

the opening up of the Social Secuwrity System
Jormedical veseavch purposes would be per-
haps the most significant advance in the uti-

lization of voutine vecovds that might be con-

templated at the present time, It is also one
of the most sensitive aveas.

In Dr, MacMahon's judgment, the opening up of
the Social Security files for medical research—
of course under stringent safeguards—'"would
lead to an advance comparable to those brought
about by the work of Graunt or Farr, and by the
creation of the National Health Survey in 1957."

Discussion

Dr. Dyar, the assigned discussant of Dr.
MacMahon's presentation, sought to identify the
basic reason why so many are alarmed at the
proposed enlargement of available information
relating to themselves and their affairs, "It seems
to me that the basic reason for concern is to be
summed up in one word, and that is the word
uncertainty,” In the spectrum of possible queries,
where does the need for privacy begin? Obviously
the answer will vary according to circum-
stances, What is a sound working definition of
confidentiality? Further, how much information
does society need? Where should the right of the
individual take precedence over the needs of
society?

We are uncertain also as to the bases on
which our actions rest:

One of our weaknesses as health people is
that we have limited our discussion fo our-
selves, and have not involved others who
might make a major contribution here: the
lawyev, the philosopher, the sociologist, and
particularly the consumer himself,

The problem is aggravated because we are
living in a society that is undergoing changes in
its values, There are discrepancies between
standards of individual and public conduct, We



are apprehensive concerning our legal rights.
We may even be worried by the ingenious rea-
sonings of epidemiologists, "There isa wholenew
group of technologies and methodologies that
heightens apprehension,” People worry about
computers, case registers, data banks, and infer-
ences drawn from combinations of records.

We ave going to have to devote some of our
efforts to the resolution of the unceriainties
that survound situations involving the visk of
privacy invasions. This is especially neces-
sary when they relate to unceriainty of policy
on the management of data, and secondly with
respect to the ways in which the consumev
or the public may be involved in the making
of policy and in decision determination.

In the ensuing general discussion Dr, Hauser
described the fear about invasions of privacy as
"a cultural atavism not relevant to our present-
day metropolitan mass society." It is associated
with a fear of government, which needs more in-
formation as a basis for policy and action and
evaluation of ongoing programs, Actually, the
private sector much more than government is
actively and even viciously infringing on our pri-
vacy, as inthe passing around of credit information
and misinformation without any controls whatso-
ever, It is true in government also, however, that
attention needs to be given to control agencies
accumulating dossiers about individuals with in-
adequate critique of the statements that are
allowed to enter the files,

Dr. Hauser noted that statistical files are
subjected to controls, checks, conformance re-
quirements for accepting data, etcetera, Incon-
trast with a defensive position, therefore, "'what
is needed is a very positive and aggressive pro-
gram to provide the general public with an edu-
cation on the actual situation,"

Dr. Gaffey felt that we should meet '"the prob-
lem as it is perceived by most people,’ which is
based partly on such reactions as a vague gen-
eral opposition to things like computerization.
The present clumsiness of our record-keeping
system is a sort of de fucto protectionof privacy.
However, as the system is improved, ''we must
protect privacy by some sort of legal explicit
safeguard, or code of ethics, or what have you."

At this point a number of speakers suggested
the possibility of ""trade-offs' as between private
demands and public needs, Central to this would
be the need for a "broader understanding of what
we are up to'":

Our profession has failed to explain to lhe
public that there is such a thing as collect-
ing information for geneval use: not for the
sake of doing something to the individual or
about the individual, but rather for the sake
of assembling a mass of information which
is going to be used without any direct vefer-
ence to the individuals who provided the in-
formation,

It was emphasized, however, that this didnot
quite cover everything, The public wants both not
to be tatrled about and not to be annoyed:

I think a lot of the public objection now to in-
terviews and questionnairves is not that they
ave afraid somebody elseis going to find out
the answer. They are just annoyed at being
asked too many questions too many times by
too many people, It is an invasion of privacy
even if they ave completely assured that no-
body will ever see their answer besides the
interviewer.

The Office of Management and Budget, Office o)
Statistical Policy was established in part to pre-
vent undue annoyance of respondents.

Other questions arise with respect to the ac-
curacy and fairness of the information lodged
even in statistical files. It was suggested thatany
person should have the right to learn what in~
formation is located against his name "and to
respond to the record keeper with such correc-
tions as may be necessary." This becomes es-
pecially important when a record is used not onl/
to produce statistical information, but as legalo~
other evidence of particular facts, Not discusseil
were the problems that might arise if records
were freely open to inspection, or the obstacles
to their evidentiary value that might be createl
if they were liberally amendable,

It was pointed out that privacy invasion is 1
subjective variable:



What is an invasion of privacy to one person
may be completely inconsequential to another
person, Also this changes with the times. The
social scientists and legal scholars should
come up with something better than these
brivate judgments.

Perhaps the point of control should be located in
penalties for the misuse of information, Dr, de
Groot held that 'the question of privacy should
not be within the discretion of the public, They
will tell everything, not only to medical men, but
to everybody."

There was considerable discussion as towho
can now obtain certain specific kinds of health
records, and as to who should be able to get
these records. The principle that medical records
should be made available to patients only withthe
consent of his physician sounds reasonable; but
many questions and problems would remain,
Would the permission be necessary to deposit
the data in a computer? Is the physician equipped
to decide who shall use thedata? Cana permanent
decision safely be made in what may be a chang-
ing situation? What would happen to medical re-
search if records are open or closed according
to obscure criteria? In particular, would follow-
back studies languish? Dr. Crosby discussed the
general question in terms of hospital medical rec-
ords:

Toall inlents and purposes, the hospital medi-
cal records arenot confidential any movre. In
addition io the privacy of the individual, the
privacy of the physician is at stake in many
instances because of the malpractice suits
now spreading throughout the country. Then
too, about 75 percentof all patients admitted
to general hospitals in this country ave cov-
ered by some form of insurance, and the
commercial insurance companies ave insist-
ing that therecords become available fo them
without the patient's consent,

While it is true that malpractice suits open
up the patient's record to the court only if the
patient has entered an action himself and theoret-
ically only to the extent that the record is rel-
evant to the damages claimed, there are ways of
getting around this, as through issuance of sub-

poena by the court, or by opening the medical
record to the insurance company through a con-
dition in the initiating contract.

Mr, Woolsey proposed that one ask what are
the ways privacy might be invaded by surveys,
assuming confidentiality has been assured, There
would appear to be five ways in which the citi-
zen's privacy may be interfered with:

He is not left alone, Is this a dead issue in
today's society?

He is interrupted in his activities,

He may be irritated, as by the number or
nature of the questions,

He can be frightened. ""When people do not
understand what you are doing they may be
frightened."

Sometimes he is put to some expense, espe-

cially when data are collected from establish-

ments,
In addition to seeking ways to protect the confi-
dentiality of records used for statistics and re-
search, this Conference might well address itself
to privacy questions like the above, leaving it
to others to work out their legal expressions and
ramifications.

Dr, Puffer suggested that the legal aspect of
such events as birth and death be separated from
the additional information now included on the le-
gal certificates but required only for statistical
and research purposes., For legal purposes there
is a need for what might be called the fact of
death and the fact of birth, including of course
certain additional information such as names,
date, place of occurrence, etcetera. The legal
record would be open to the public, For analysis,
as into congenital malformations, multiple causes
of death, and so on, much more is needed than
is required for the legal record, involving med-
ical records, hospital records, autopsy records,
and much else.

Dr., MacMahon thought that permission to
use hospital records for analysis might well be
obtained when the records first originate, "I
think that in fact both the people involved and the
physicians are amazingly free with the informa-
tion when their cooperation is requested."



Protection of the Rights of Participants

in Population Studies and Surveys
PRESENTATION BY MR. SPEISER

Mr. Speiser accounted for the current con-
cern with the privacy problem by the increasing
adoption, since 1945, of surveillance technologies
that had long been available, although largely in
less developed forms. These spread inuse among
law enforcement officials, government regulatory
agencies, businessmen, civic groups, behavioral
scientists, and others. Simultaneously the arrival
of the computer entirely altered quantitative pos-
sibilities with respect to information collecting
and storing, at a time when American law and
public opinion were slow in adapting themselves
to the changing situation. As Westin has suggested,
this lag may have occurred because of delays in
the replacement of previously accepted assump-
tions about decision making, It had been assumed
that decisions were best arrived at by individuals
using a combination of direct judgments of situa-
tions and abstract reasoning. This basis for plan-
ning began to replaced by a "predictive theory of
information'" centering around the massing of
data interpreted through the techniques of statis-
tical methodology.

The right to